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Abstract

Counterexample-guided abstraction re nement (CEGAR) has proven to be a power-
ful method for software model checking. In this paper, we investigate this cocept in the
context of sequential (possibly recursive) programs whose statements arévgn as Binary
Decision Diagrams (BDDs). We examine how Craig interpolants can be acmputed e -
ciently in this case and propose a new special type of interpolants. More@r, we show
how to treat multiple counterexamples in one re nement cycle. We have implemented this
approach within the model checker Moped and report on experiments.
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1. Introduction

CEGAR is a powerful tool for automated abstraction of hardware and software systems.
Originally designed for the veri cation of hardware designs, this technique has been suc-
cessfully utilized for software veri cation as well. Particularly, the SLAM project [ 1] has
gained attention and has demonstrated the e ectiveness of aftware veri cation for device
drivers. The BLAST tool [ 8] and the MAGIC tool [ 2] have been applied successfully in the
domains of security protocols and real-time operating-systm kernels.

The CEGAR paradigm was introduced in [3]. The goal is to check if a given concrete
program can reach a certainerror label. Since the data space of the concrete program is
too large, its size is reduced with a predicate abstraction rethod. Initially, there are no
predicates, therefore the initial abstraction is very coase (no data, only control ow). This
abstract program is then model checked.

Since the abstract program is, by construction, an overappoximation of the concrete
one, model checking it can have two possible outcomes: In thest case the error label is
not reachable; then we know that it is not reachable in the comrete program either and the
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CEGAR process terminates. In the second case the error labé$ reachable in the abstract
program, as illustrated by a counterexample, i.e., a path lading to the error label. Due
to the overapproximation, this path may be spurious, i.e., not realizable in the concrete
system. If it is spurious, then suitable new predicates needo be introduced to re ne the
abstraction such that this counterexample is excluded in fuure predicate abstractions. If it
is not spurious (real counterexample), then it can be reported to the user, and theprocess
terminates.

This process continues in cycles, until the abstraction is ne enough to either conclude
that the error label is unreachable or that a real counterexanple exists.

1.1 Our Work and Related Work

We develop a CEGAR scheme fosymbolic pushdown systemgSPDS), i.e. systems where the
control ow is described by a pushdown system and where BDDs dscribe how variables are
changed by the program statements. We integrate our approdt into Moped [15], a model
checker that works with the SPDS model.

From a high-level perspective, our approach can be charactered as follows: We rst
translate a program with integer variables to a program with nitely many variable bits
(e.g. 8 or 16 bits per variable). A similar translation is done by compilers for most program-
ming languages, including C and Java, where the language spication requires a xed-bit
representation of integer variables. If we use fewer bits thn the programming language
speci cation, we might lose some bugs that occur only with lage numbers!: Then we use
CEGAR to reduce the state space. No precision is lost by CEGARbecause the abstraction
is appropriately re ned during the process. This is the main advantage of the CEGAR
approach over the use of shorter bit vectors. Notice that rearsion may induce an in nite
state space.

The input for our CEGAR scheme is essentially a sequential ppgram with procedures
(potentially recursive) whose variables are representedypa nite number of bits. BDDs
capture the modi cation of the variables through the program statements. The problem is
whether this program can reach a speci c error label or not.

Moped could be directly used for this problem, but we use a CE@R scheme to reduce
its resource consumption. Our abstract programs are Boolea programs whose variables
are previously introduced predicates. The statements of tie abstract programs modify the
truth values of the predicates. This is again captured by BDDs. Those abstract programs
are checked using Moped.

The consequent use of BDDs throughout the CEGAR process distguishes our work
from related work about CEGAR in software. For instance, in the SLAM project [1],
a BDD-based model checker is employed on the abstract level,ub symbolic expression
representations together with theorem provers are appliedon the concrete level. MAGIC
[2] does not use BDDs at all, but relies on SAT solvers and theoma provers. Also [B, 7]
make use of theorem provers, whereas we use BDD technologyrfthe concrete program,
the abstract programs, and for the predicates in our abstration mechanism. We therefore
avoid theorem provers, which assume in nite ranges of integr variables and often form
bottlenecks in related projects, e.g. in []. Another argument for the use of BDDs as

1. Our current implementation does not model over ows etc. faithf ully, so some over ow bugs may be lost.
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opposed to theorem provers is the fact that BDDs could be diretly used for modeling
computer arithmetic modulo 232, although, unfortunately, this is not yet supported by our
current implementation. Using bit vectors instead of in ni te-range integers has also been
successfully used for the veri cation of hardware, see e.d9].

Another feature of our work is the use of multiple counterexamples in a single re nement
step. Moped constructs a \witness graph" (see 14]) which, in the model checking phase,
records information about which program states can be reackd via which previously reached
program states. When viewed from the perspective of the ernolabel, this graph is a DAG
containing possible (abstract) error traces. We use not on}t a single counterexample for
abstraction re nement, but this DAG. If the counterexample DAG contains a real (non-
spurious) counterexample, it is reported. Otherwise we compute predicates ensuring that
none of the counterexamples in the DAG will occur again in fuure abstractions. In [6],
multiple counterexamples are also used in a CEGAR scheme, Ibunot for software and not
in a DAG structure. A particular example illustrating the us efulness of the DAG approach
is given in Section6.4.

For the predicate generation, we use Craig interpolation (ge [/, 13]). In contrast to [ 7],
we consider Craig interpolation for pure propositional logcs. We show that the computation
of Craig interpolants works well with BDDs and that their use gives us the exibility for
choosing heuristics aboutwhich interpolants to use, since Craig interpolants are, in genesl,
not unique. In particular, our heuristics for choosing interpolants do not depend on the
internal strategies of a SAT solver or a theorem prover.

Organization of the paper. This paper proceeds as follows. In Sectio we investigate
Craig interpolation for propositional logics and derive canputation schemes that are suitable
for BDDs. In Section 3, symbolic pushdown systems, a model for sequential progras
are reviewed. In Section4, the techniques of Section2 are applied to the computation of
predicates that rule out DAGs of abstract counterexamples. Section5 sketches our predicate
abstraction scheme. We give evidence for the usefulness ofioconcepts in Section6 and
conclude in Section?.

2. Craig Interpolation

In [12, 7], Craig interpolation was used to automatize abstraction re nement. As in [12]
(and in contrast to [ 7], where a specialized arithmetic proof system is used) we arinterested
in Craig interpolants for pure propositional logic. We writ e Occ(F ) for the set of variables
that occur (syntactically) in a formula F.

De nition 2.1  Let (F;G) be a pair of formulas with F ~ G unsatis able. A (syntactic)
interpolant for (F; G) is a formula |l s.t. F implies| (written: F F 1), | ~ G is unsatis able
and Oc(l) Occ(F)\ Occ(G).

Example 2.2 The formula | = x is an interpolant for (x * y;: x 2).

Craig's Interpolation Theorem [4] states that interpolants always exist, but they are not
unique. In [12], interpolants are obtained from a resolution proof of the wnsatis ability of

F ~ G, which is, in turn, constructed by a SAT solver. However, in cur BDD-based setting
this result is no longer useful, because we do not prove unsatability of F ~ G by means
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of a SAT solver. We show that there exist interpolants that do not depend on the internal
strategies of a SAT solver or a theorem prover, and can be natally computed by standard
BDD operations.

2.1 Strongest and Weakest Interpolants

It is easy to see that if | and 19 are interpolants for (F;G), then so arel ~ 1%and 1 _ 12
It follows that \the strongest interpolant” and \the weakes t interpolant”, as de ned below,
exist and are unique.

Denition 2.3  Let F ~ G be unsatis able. The strongest interpolant for (F; G), denoted
SI(F; G), is the unique interpolant for (F; G) that implies any other interpolant. The weak-
est interpolant for (F; G), denoted WI(F;G), is the unique interpolant that is implied by
any other interpolant.

Clearly, SI(F;G) F WI (F;G) holds. Proposition 2.4 below shows that SI(F;G) and
WI (F; G) can be obtained by standard BDD operations (quanti cation over variables).
If F and G are formulas, we de ne the notation F " G := 9(Occ(F) n Occ(G)):F and
F # G := 8(Occ(F) nOcc(G)):F. Notice that F#G F F F F " G always holds. Intu-
itively, the formula F " G is a weakened version of, such that it contains only variables
that also occur in G. Similarly, the formula F # G is a strengthened version of, such that
it contains only variables that also occur in G.

Proposition 2.4 (Strongest and Weakest Interpolants) Let F A G be unsatis able.
Then SI(F;G) F " Gand WI(F;G) (:G)#F.

The proof uses the following lemma.

Lemma 1 F " G is the strongest formula among those formulas that are impdd byF and
contain only variables in OcqG). Analogously, (: G) # F is the weakest formula among
those formulas that imply: G and contain only variables in OcqF).

Proof of the lemma. Let | = F " G. Let J be any formula that is implied by F and
contains only variables in G. We show!| F J: Let A be any assignment s.t.A(l) = true .
Then, A can be extended to an assignmenA™* s.t. A*(F) = true . SinceF E J, we have
A*(J)= true and A(J) = true .

The statement about (: G) #F is proved analogously.
Proof of Proposition 2.4. Let | = F " G. As SI(F;G) is, by de nition, implied by F
and contains only variables in Occ(G), we have |l E SI(F;G) by the lemma. But, as
FEIFSI(F,G) E : G, the formula | is an interpolant for (F; G). Hence,SI(F;G) E I,
soSI(F;G) 1.

Analogously, one showsVI (F;G) (: G) #F.

Example 2.5
SI(WA XNy XN yhi z) (WAXAY)" (XN yn: 2)
9 w:(w”rXx”My)
XNy
WI (WA XY i XN yh: 2) X_y_2)#wWrx"y)
8 z:(x _y_2)
X_Yy
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2.2 lterative Computation of Interpolants

In this section, we consider the following problem: Given a érmula F = F1 U :_’\ Fn,
determine whether F is unsatis able, and if so, nd interpolants for the pairs ( F*; F!*1™),

We sketch the motivation here, cf. [7]. Each formula F; models a program instruction. A
formula F = F1" :::" Fy models a trace through a program. In order to check if the trae is
feasible or spurious, one can check F is satis able or unsatis able. If the trace is spurious
(unsatis able F), then we would like to nd an explanation for the spuriousness. Suitable
interpolants give such an explanation and are used for a re d predicate abstraction that
no longer allows for the spurious trace. More details are gien in Section4, where we will
apply the results of this section.

In the following we show that strongest and weakest interponts for (F*'; F'*1+) can be
computed iteratively. In the program model, strongest and weakest interpolants correspond
to strongest postconditions (oftrue ) and weakest preconditions (offalse).

Proposition 2.6 Let F = F1A Fo” :::A F, be a formula and letF ' and F'*1* be de ned
as above. Letfljg and fJjg be families of predicates de ned according to the following
procedures:

lo:= true ;li+1 :=(1i " Fiy1) " FI™2% for i =0;:::;n 1, and

() F is unsatis able iff |, false iff Jg true .
(i) If F is unsatis able, thenI; SI(F*:F"*1*)yandJ; WI (F*;F*15),

Proof. We rst show by induction that |[; F# * Fi*1%  |n the base case we have
lo true true " F¥. For the induction step, let i +1 > 0. Then we have

lisn (1§ " Figg) " Fi*25 (de nition 1+1)
(F* " F*15) A Fiep) " FI*25 (induction hypothesis)
((FF A Fyp) " FI*15y " Fi*25 (the variables not occurring in Fi*1~
do not occur in Fj+1)
(F::i N Fi+1) " Fi+2:: (OCC(FHZ::) OCC(Fi+ 1::))
Frtl v piv2: (de nition F#*1):

Now, (i) follows immediately and (ii) is a consequence of Prposition 2.4. The statements
about J; are proved analogously.
Given F = F1* ::: M Fy, we can iteratively compute BDDs for the sequencd; or J; with
the above procedure. We can decide iF is satis able using (i). If F is unsatis able, then,
by (i), we have computed SI(F*; F*1=) or WI (F*; Fi*1:),

For our CEGAR purposes, we will need the following property:

De nition 2.7 (Tracking Property) Let F1 ~ ::: ™ Fn be unsatis able, and letK; be

interpolants for (F~;:Fi*1*). We say that the family f K ;g satis es the tracking property
if KiFiv1 F Kisz.
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Proposition 2.8 Let F1 ™ F> " ::: N F, be unsatis able. Letfljg and fJjg be families of
predicates de ned according to the following procedures:

lo:= true , lj+1 := any interpolant for (I; » Fis+1;F'*2%), wherei =0;:::;n 1,

J, = false, J; 1:= any interpolant for (F* 1:: (Fi ! J;)), wherei = n;:::; 1.

Then fl;g and fJ;g are interpolants for (F; F'+1 ") and satisfy the tracklng property.

Proof. We prove the statement aboutf |;g by induction over i. In the base case we havéy
true , which is an interpolant for (true ; F %), becauseF 1+ is unsatis able. For the induction
step, leti +1 > 0. By the induction hypothesis, I; is an interpolant for (F*';F!*1*), so
l; N Fis1 A F*27 is unsatis able. Therefore, 1i41 is well-de ned. By de nition of Ii+1, the
tracking property (I; ® Fi+1 F li+1) holds. Furthermore, we have

Fuitl Fiin Fis1
F li” Fixx  (by induction hypothesis: F*' 1)
F lis1 (by de nition of 1i+1)
o Fiv2s (by de nition of 1i4+1).

Hence, |41 is an interpolant for (F“*1;Fi*2%) The statement about fJ;g is proved anal-
ogously.
Corollary 2.9 fSI(F*;F*1)g and fWI (F*; F'*1")g satisfy the tracking property.
Finally, Proposition 2.10 shows the interplay between interpolants and disjunction:

Proposition 2.10

M If (F_G)"™ H is unsatis able, then SI(F _ G;H) SI(F;H) _SI(G;H).

@i) f F~ (G_H) is unsatis able, then WI (F;G_H) WI(F;G)™ WI (F;H).
Proof.

(i) Let Z be the variables not occurring inH .
Then SI(F _G;H) 9 Z:(F _G) 9 Z;F _9Z:G SI(F;H) _SI(G;H).

(i) Analogously.

2.3 Conciliated Interpolants

Interpolants can be seen as explanations indicating why catterexamples are spurious. It
makes sense to look for \simple" explanations. It seems reamable to consider an interpolant
\simple" if few variables occur in it. Since we work with BDD | ibraries, it is natural to
strengthen the notion of occurrence semantically:

De nition 2.11 A variable v occurs semanticallyin F if 9v:F 6 F. The set of variables
that occur semantically in F is denoted by SupfpF).

32



Abstraction Refinement with Craig Interpolation and Symboli ¢ Pushdown Systems

One could strengthen the notion of interpolants accordingy (by replacing Occ by Supp
in Def. 2.1). Such semantic interpolants are also syntactic interpolants. We now show
that one can nd simpler interpolants than the weakest and strongest ones, still using only
quanti cations. If | and J are strongest and weakest (syntactic or semantic) interpants
for (F;G), respectively, then we haveF F | EF J | : G, but not necessarily Supp(l ) =

Supp(J). Now we can compute the strongest and weakessemantic interpolants 11;J;

for the pair (1;:J). SinceF F | F I, F J1 F J E : G, we have that |1 and J; are
also interpolants for (F;G). If Supp(l) 6 Supp(J), then at least one of I; and J1 will

be simpler than | and J, since the variables in the symmetric di erence are quanti ed
out. This simpli cation procedure can be iterated until a pair I,;J, is reached such that

Supp(ln) = Supp(Jn).

De nition 2.12  Let (F; G) be formulas over a seV of variables s.t. F* G is unsatis able,
andletZ V s.t. 9Z:F and 8Z:: G are interpolants for (F; G). We say that9Z:F; 8Z:: G
are conciliated interpolants if Supp(9Z:F) = Supp(8Z:: G). We call Supp9Z:F) a con-
ciliating set in this case.

Example 2.13 Strongest and weakest interpolants are not necessarily coiliated:

For F = x"(y_z)andG=: (x_y_(z"w)), we have S(F;G) F andWI(F;G) x_Yy,
which are not conciliated. The formulax is a conciliated interpolant for (F; G), and fxg is
a conciliating set.

The algorithm in Figure 1 computes a pair of conciliated interpolants.

function conciliate(formulas F; G) returns (Z; 9(V nZ):F;8(V nZ):: G)

[* F ~ G unsatis able is an input requirement */

/* Z is the maximal conciliating set */

l:=F; J:=:G; Z:=Supp(F)[ SuppG)

repeat X := Supp(l) nSupp(Jd); | =9X:l; Z:
Y = Supp(J) nSupp(l); J :=8YJd; Z:

until 'Y = ;

return (Z;1;J)

ZnX
ZnY

Figure 1. Computation of conciliated interpolants for the maximal co nciliating set

Given a pair of formulas, the pair of conciliated interpolants is not unique. Proposi-
tion 2.14 characterizes the pair computed by the algorithm.

Proposition 2.14

() Let (11;J1) and (I2;J2) be two pairs of conciliated interpolants, and letCq; C, be the
corresponding conciliating sets. ThenCy = Cy ifand only if I; I, andJ;  Jo.

(i) Conciliating sets are closed under union, but not underintersection.

(i) There is a unigue maximal conciliating set.
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(iv) The algorithm of Figure 1 computes the unique maximal conciliating set.

Proof.

@) \ (" Clearly, by Def. 2.12 a pair of conciliated interpolants (I;J ) determines their
unique conciliating set Supp(l ) = Supp(J).
\) " Let V = Supp(F)[ Supp(G). Let C V be a conciliating set for (F;G), i.e.,
let C = Supp(l) = Supp(d) with 1 = 9Z:F andJ = 8Z:: G for some setZ V. We
show!l 9 (V nC):F. (ShowingJ 8 (V nC):: G is analogous.)
By de nition of 1, the setsZ and C must be disjoint, i.e., Z V nC. By de nition
of C, no variable in V n C occurs (semantically) in|. Combining these facts yields
I 9(VnC)l 9 (VnC)[ Z2))F 9 (VnC)F.

(i) We rst show the closure under union. Let F E : GandV  Supp(F)[ Supp(G).
Let X and Y be conciliating sets andZ = X [ Y. With X conciliating and (i), we
have

FEIAOQVNZ)FEAVNX)FE B8V NX):GE8VNZ). GF:G:

S0, 9(V nZ):F and 8(V nZ):: G are interpolants for (F;G). Thus, for Z to be
conciliating, it remains to show:

Supp(9(V nZ):F) = Supp(8(V nZ):: G):
Letv2V:

Case 1: v2 Z. Thenw.l.o.g.v 2 X. SinceX is conciliating, we havev 2 Supp(9(V n
X):F) = Supp(8(V nX):: G),
thus v 2 Supp(9(V nZ):F) and v 2 Supp(8(V nZ):: G).

Case 2. v62Z.
Then v 62Supp(9(V nZ):F) and v 62Supp(8(V nZ):: G).

Hence, in both cases we have
V2 Supp(9(V nZ):F)() Vv 2Supp8(V nZ): G):

Thus, Z is conciliating.

Conciliating sets are not closed under intersection. Consler F (x™y) _zand
: G x_y_z. The setsfx;zgand fy; zg are conciliating, but f zg is not conciliating,
becausedf x;yg:F true and 8fx;yg: G z.

(iii) Follows directly from (ii).

(iv) The algorithm removes, in each iteration, only variables from Z that clearly cannot
occur in any conciliating set. In addition, whenever a varigble is quanti ed out s.t.
it no longer occurs inl or J, then it is also removed fromZ. It follows that upon
termination of the algorithm, Z is the maximal conciliating set. Because we have
nitely many variables, the algorithm indeed terminates.

34



Abstraction Refinement with Craig Interpolation and Symboli ¢ Pushdown Systems

One may argue that, since we are interested in simple interplants, we would like to compute

a minimal conciliating set. Unfortunately, in general there is no unigue minimal set, as
can be seen by the example at the end of above proof, part (ii).We can still compute

conciliated interpolants for a minimal conciliating set by a greedy algorithm as shown in
Figure 2. Even though the resulting conciliating set is minimal in the sense that no proper
subset is conciliating, we do not claim that we nd the \best" conciliated interpolants by

that algorithm: The algorithm is nondeterministic in the se lection of the variables z, and

we do not have a strategy that selects \the best" next variable to be quanti ed out.

function conciliateMinimal(formulas F; G) returns (Z;9(V nZ):F;8(V nZ):: G)
/* F ~ G unsatis able is an input requirement */
[* Z is a minimal conciliating set */
Il =F; J=:G
while exists z 2 Z such that 9fzg:l F 8fzg:J do
(Z;1;J ) := conciliate( 9f zg:l; :8f zg:J)
end while
return (Z;1;J3)

Figure 2. Computation of conciliated interpolants for a minimal conc iliating set

In the context of abstraction re nement, we use the algorithm from Figure 1 as inter-
polation (and simpli cation) method when computing a famil y of interpolants according to
Proposition 2.8. Recall that this proposition guarantees the tracking property, regardless
of the interpolation procedure.

3. Symbolic Pushdown Systems

As our program model, we use symbolic pushdown systems (SPBB[15].
De nition 3.1 (SPDS) 2 An SPDS is a quadruple(G; L; ; o), where
G = ftrue ;falseg’e;ng 0O, is the set of global variable valuations,
is a set of control points,
L = ftrue ;falseg™;n_ 0, is the set of local variable valuations,

is a set of symbolic transition rules, where each rule is of the formhi |
hyiin; ni (R)withO no 2 150005 n candR (G L) (G LM,
o2 is the start address.
SPDSs model programs with (possibly recursive) procedureand with nite data types.

corresponds to the set of control points in a program, whileG and L represent the possible
values of global and local variables, respectively. Acon guration of an SPDS is a tuple

2. This de nition is slightly more restrictive than in [ 15], because it does not include explicit control states.
However, no expressive power is lost, because control states coulde encoded in the relations R.
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hg;( 1;71) (n;n)i2 G ( L) , where ; is the current program counter, g is the
current global store, and “; are the current local variables. Thus, an SPDS can faithfuly
model the control- ow of a program even in the presence of recsion, provided that the
data (global and local) accessible at any one point during egcution is nite. Such an SPDS
can be obtained, for instance, by translation from Java bytecode using jMoped L7, 16].
The rules model statements in a programming language. The tation R of a rule
describes the relation between the variables before and aft execution of the rule® In
our setting, they are given as BDDs. The right-hand side of therules can consist of zero,
one or two control points. Whereas a rule with one control pont on the right-hand side
describes an intraprocedural statement, a rule with two corrol points on the right-hand
side describes a procedure call, push: 1 is the start address of the callee and ; the return
address of the caller. Parameter passing can be encoded indlrelation R by initializing
the local variables of the callee. A rule with zero control pants on the right-hand side is
the termination of a procedure, apop. Return values can be encoded in the relatiorR by
restricting the global variables. SPDSs are also discusseid greater detail in [15].

Example 3.2 Consider the procedures in Figure3. The procedure mcalls the proceduref .
Procedure f returns a value using the global variablés. Procedure mhas a local variable
L, procedure f has a local variableA. The transition rules of a corresponding SPDS are
shown on the right-hand side. The start address isn0. Non-primed variables refer to the
variable valuebefore execution of the rule. Primed and double-primed variablesefer to the
variable valueafter execution of the rule. Double-primed variables only occurtapush rules
and belong to variables of the second control point on the fig-hand side of a push rule (in
the example:L “°belongs tom2).

procedure m

mo: L:=L (L+1) tmoi /h mli (Lgoz L 0(L +1) "OG°= G)
mi1: call {( L) tmii Jh fO;m2i (L= A%=L ~ G°= @)

. tm2i 'h errori  (L°=L~"G60 * G°= G)
m2: if G 60 then goto error
procedure f(' A) O !h fili (A even” A= A ~ GO= G)
fo: if A even then H1li !h f3i (A°=0 ~ G°= Q)
f1: A:=0 HOi !'h f2i (A odd » A= A » GO= @)
f2: else A :=561 H2iJh f3i (A°=561 ~ G°= @)
f3: G:=A H 3i ! hi (G°= A)

Figure 3. Two simple procedures along with an equivalent SPDS

Moped can model check such a concrete SPDS. However, in our GAR scheme we use
Moped only to model check Boolean SPDSs that have the same ctnl ow structure, but
overapproximate the given concrete SPDS.

3. To avoid deadlocks in an SPDS, one should make sure that for all (g;1) there is a ((g;1); (g% 1*;:::;1")) 2
R. This is guaranteed when real programs are translated into the SPDS model.
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4. Computing Predicates for a DAG of Counterexamples

We use Moped to model check the (abstract) SPDSs generated iaur re nement cycle. If
Moped nds that the error label is reachable in a given SPDS, i constructs a DAG that
illustrates the abstract paths leading to the error (see [L4] for details on this construction).
In brief, the nodes of the DAG are the con gurations of the SPDS, the arcs are labeled by
symbolic transition rules. There is a single \sink” node with no outgoing arcs, the error
con guration.

For instance, consider the program in Figure4. In the initial abstraction, all data is
discarded, therefore Moped nds two counterexamples, onehat does not enter the loop
body, and one that enters it exactly once. The resulting couterexample DAG produced
by Moped is shown on the right-hand side of Figure4. (For the time being, ignore the
predicates in curly brackets.)

Once we have the DAG, we discard the information about the abBact variable values
and replace the abstract rules by their concrete counterpats. We then need to decide if all
counterexamples in the DAG are spurious or if there exists a@al one. We call the DAG
spurious in the rst case. For instance, the DAG in Figure 4 is spurious.

ftrue g

X = X (x+1)

f(X even_ Y odd)”™ (X even_ Y eveny

f X everg
(Y odd)
1 X=X (X+1) @Pfx even_ Y everg
2: while Y odd do
3 Y= VY+1 (Y even) =
4.
5:

if (X +Y)odd
then goto error fX even_ Y oddg
end
(Y even)

(X + Y odd)

ffalseg

Figure 4. Program and counterexample DAG with weakest interpolants

Let D be a DAG for the rest of the section. We describe our predicatgeneration method
in three steps: (i) for single counterexamples without proedures, (ii) for counterexample
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DAGs without procedures, and (iii) for counterexample DAGs with a procedural structure.
In all cases, we proceed as follows:

We construct a so-calledcharacteristic formula Fp that is unsatis able if and only if
the DAG is spurious.

For each noden in D, we compute a predicateP,, such that the following holds. For
every arc in D, say the arc is fromny to n, and is labeled by a rule with relation R,
the triple fPn,g R fPy,gis a valid Hoare triple (recall that a SPDS rule R corresponds
to a program instruction). For example, in Figure 4, the triple

fX even _ YevergY =Y +1fX even_ Y oddg

is a valid Hoare triple.

We show that unsatis ability of Fp can be decided by computing and examining these
predicatesP,. If Fp is unsatis able, i.e., if D is spurious, then the predicates explain
the infeasibility of the traces of D, and adding them in future abstractions excludes
those traces.

4.1 Single Counterexamples

We rst consider the case whereD contains a single path. Since we do not consider pro-
cedures yet, the nodes inD correspond to control points in the program (without any
calling context). In this case, we can equivalently viewD as a sequence of (intraprocedural)
statements.

Consider the following SPDS with its equivalent program formulation:

hoi Jh 1i (X9 (Y%$ Y)~ (2% Z)) cl)E ézz >t<rue
hii th 2i (X% X)" (Y% X))~ (2% Z)) 2. if (:Y"2Z) then
Rilh 3 (Y*Z)M (X% X))~ (Y% Y)~ (29°% 2)) 3. error

Clearly, error is not reachable. However, if we check the initial abstracton that ig-
nores data, we obtain the (unique) abstract counterexampletrace X := true; Y :=
X; assumé: Y ™ Z). We demonstrate how by computing interpolants we can simulane-
ously show that the trace is spurious and nd an explanation d why it is so. Renaming the
variables in the trace yields the following formulas:

F1 XM (Y1$ Yo)N (Z1$ Zo) == X := true
F2 (X28$ X)) (Y28 X1)N(Z2% Z1) =Y:=X
F3 (: YoM Zo) N (X3 $ X2) " (Y3 $ Yo) N (23 $ Z5) ==assume( Y " Z)

For instance, the variables with index 2 (X2, Y2 and Z,) refer to the values of X;Y and
Z after X = true ; Y := X has been executed, and beforassume( Y ~ Z) has been
executed. The characteristic formula of the trace isFp F1» Fo ™ F3. It is unsatis able

if and only if the trace is spurious.
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The procedures derived from Proposition2.6 show that Fp is indeed unsatis able and
yield the following strongest and weakest interpolants:

l1 = SI(F*F%) of Yo;Zo; Y10:F1 X1

l2 = SI(F%F%) 9f X1;Z1g:(SI(F*HF) A Fy) (X2 Y2)
Jo = WI(F*3F3)  8f Xg;Ys;Zsg: Fa (Y2_: Z))
Ji = WI(F*LF%) 8f X2;Y2;Zog:(F2 ! WI (F#2;F3%)) (X1_:Z1)

Thus, the predicate P, we are interested in at noden (wheren =0; 1; 2; 3), is an interpolant
for the formula pair (F*"; F"*1), which is in fact a predicate over variable values atn. For
instance, the interpolants SI (F “2; F3%) and WI (F “2; F3%), or any other interpolant for this
pair, can only contain logical variables common toF 2 and F 3, which must necessarily
have index 2. These logical variables refer to the values othe program variables after the
execution of X := true ;Y := X and before the execution ofassume( Y * Z). The reader
may observe that the interpolant computation is, in fact, equivalent to a computation of
strongest postconditions and weakest preconditions.

Fact 4.1 Let F1 " :::”" Fx be the (unsatis able) characteristic formula of a spurioustrace

tracking property, and let P; be the predicate over program variables obtained by remogn
the indexi from all logical variables in Kj.
Then ftrue gcif Prgeof Pog:::f Py 1gckffalseq is a valid Hoare annotation.

Hence, interpolants satisfying the tracking property \explain" the infeasibility of a trace by
providing Hoare annotations. In our example we obtain

true fXg Y :
true fX _:Zg Y:

X fX~Yg assumé: Y " Z) ffalseg (1);
X fY _:Zg assumég. Y ™ Z) ffalseg (Ji):

ftrueg X :
ftrueg X :

Notice that, by de nition, we have |; F J;i; for instance, X *Y F Y _: Z.

In this example, conciliated interpolants provide a better explanation of infeasibility.
The procedures of Proposition2.8 guarantee the tracking property and lead to the Hoare
annotation

ftrueg X :=true fXg Y =X fYg assumd: Y " Z) ffalseg

Intuitively, a strongest interpolants at node n recordsall facts that are established by the
path leading up to n; e.g. the strongest interpolant at node 2 isX * Y. The weakest
interpolant at n represents the disjunction of all conditions that make the trace infeasible if
they hold at n; e.g. the weakest interpolant at node 2 isY _: Z. The conciliated interpolant
combines both aspects: it takes the facts that can be estatdhed at noden (the strongest
interpolant) and lters out the information that is actuall y relevant for making the trace
infeasible (the weakest interpolant); in the example, the onciliated interpolant at node 2
isY.
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4.2 Multiple Counterexamples

We now extend the techniques from Sectiont.1 to the more general case wher® contains
multiple paths to the error. First, we adapt the constructio n of Fp. This is illustrated by
the following formula, which represents the DAG in Figure 4. For every node in the DAG,
we take the disjunction over the labels on its incoming arcsge.g., at control point 4, where
two branches of the DAG merge, we take the disjunction of the &bels on the edges from
nodes 2 and 2

Fo (X2= X1 (X1+1)) " (Y2= Y1)

N (Xz= Xp) ~ (Y3 = Yz odd)

N (Xpo= X3) N (Y= Yz+1)

N(((Xa= X2) N (Ya= Yz even))_ ((Xq= X2) " (Ys = Yz even)))
N (Xerror = Xa) " (Yeror = Ya) ™ (X4 + Y4 odd):

As before, D is spurious if and only if Fp is unsatis able. For a node n, let us de ne the
formula pair of n as (F; G), where F is the formula corresponding to the DAG \above n"
and G is the formula corresponding to the DAG \below n". Then, our predicate P, is an
interpolant for the formula pair of n. In the example above,P3 is an interpolant for the
formula pair (F3; Gs), where

Fs (Xz2= X1 (Xp+1)) *(Y2= Y1) (X3= X2)" (Y3 = Yz odd);
Gs (Xo0= X3)™N (Yoo= Yz+1) N (Xg= X20) " (Yg = Yo €ven)
N (Xerror = Xa) ™ (Yeror = Ya) ™ (X4 + Y4 0dd):

It is easy to see that, in spurious DAGSs, such formula pairs ag unsatis able. By de nition,
only current variable values can occur in interpolants for those pairs, i.e., variable values
with index 3 in the example above.

Strongest and weakest interpolants at each control point inD can be computed in a
stepwise way as sketched in Props2.6 and 2.10.

In the example, the predicates in curly brackets in Figure4 are weakest interpolants.
Proposition 2.10 (ii) is used to compute the interpolant at point 2. Since the predicate
computed at 1 turns out to be true , one can infer (cf. Proposition 2.6) that the DAG is
spurious and the computed predicates are indeed interpolas. Strongest interpolants could
be computed similarly. In that case, the DAG is spurious if the predicate aterror is indeed
false.

Thanks to the tracking property, the interpolants computed in this manner explain
the infeasibility of the traces in the DAG. For instance, we have the valid Hoare triple
fX even_Y evergY := Y +1 fX even_ Y oddg: Combined, for the whole DAG D we
have the Hoare tripleftrue gD ffalseg, which is an alternative way to state the spuriousness
of D.

Example 4.2 DAGs can represent exponentially many counterexamples. Qwider, for
instance, the program in Figure 5. This program contains 22 = 8 di erent paths to the error
label, which are all shown in the DAG on the right side.

In this example, a CEGAR scheme that considers only single coterexamples requires
22 1 =7 re nement cycles, essentially one for each single path (assning a simple pred-
icate generation strategy such as weakest or strongest imflants). This number grows
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bool A; bool B[3];

1. A= true

2. if B[0] then
3 skip

4: else skip

5. if B[1] then
6: skip

7. else skip

8. if B[2] then
9 skip

10: else skip

11: if : A then error

¢ Pushdown Systems

Joue

B[OD B[O])
fA~ B[O]g @fA". B[Olg

sklp

s fing

(B[1]) —C B[l])
fA~ B[1]g @fA": B[1]g

Sklp

sk|p

ng

Bl2) B[Z])
fA~ B[2g /fA": B[2lg

skip

/sk|p
fAg

(A)

f falseg

Figure 5. Program with many paths
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exponentially with the number of \diamonds" in the DAG. The problem gets worse when
such a program structure occurs as a part of a bigger program.

With the DAG of Figure 5, on the other hand, we can exclude all counterexamples in a
single cycle. Intuitively, the strongest interpolantf Ag at the control points 2;5; 8 and 11 is
the \right" predicate: It is simple and powerful enough to rule out the whole DAG, because
the di erent paths to the points 5; 8 and 11 demonstrate that the values of the Boolean array
B[] are irrelevant and only the value ofA matters.

4.3 Programs with Procedures

We now discuss the case where the underlying SPDS represerdsprogram with (possibly
recursive) procedures. The nodes oD now represent control points of the programplus
calling context i.e., a stack of return addresses.

The construction of the characteristic formula Fp is the same as in Sectiont.2. However,
Fp now contains global and local variables. Local variables a saved during procedure calls
and restored upon completion of a procedure. Thus, if we comder the formula pair (F; G)
at a noden, wheren is inside a callee, the local variables of the callers beconmart of the
common variables ofF and G and could occur in P,. However, we believe thatP, should
be independent of the calling context, for two reasons:

To generate the abstract transition rules in a simple and e cient way (see Sectionb),
the predicate P, should depend only on the data that is available in the concree
transition rules that lead into or out of n.

Allowing local data from the callers to “pollute’ the abstract data space of the callee
would severely impair the usefulness of the SPDS model, e d¢iwely " attening' the
system into one that resembles a version where all procedusehave been inlined.

In the following, we sketch the modi cations that arise in th is case. Our goal is to ensure
that the predicates P, at each noden are independent of the calling context and still satisfy
the tracking property. For simplicity of the presentation w e assume that there is a single
global variable G and one local variableL in each procedure.

For all nodesn, we generate a predicatd®, (Gin ; Lin ; G; L) recording a relation between
the global/local data G;L at n and the data Gj,;Li, that was valid when entering
the procedure that n belongs to. If n corresponds to the entry point of a procedure,
we ensure Gin $ G) ™ (Lin $ L) F Pn.

If an edge fromn to nPis labeled by an intraprocedural ruleR, we ensureP,* R E Ppo,
preserving the tracking property.

If an edge from noden is labeled by a transition rule Push(G; L; G% L% L% (modeling
a call), we generate an interpolantPps (Gin;Lin:G%L%L% s.t. P, » Push E Pps .
Thus, Pn> contains information about the arguments given to the callee (G% L9 and
the saved local data (.

If an edge from noden®is labeled by a transition rule Pop(G;L;G9 (a return state-
ment) and f was the called procedure, we generate an interpolanP< (Gin ; Lin; G9
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s.t. Pho™ Pop E P« . The predicate P« is e ectively an input-output relation of the
called proceduref or, in other words, a predicate that argues about the e ect of f.
So, if n%is the target node of the edge andn is the node from which the call took
place, we ensure thatP,> » Pt F Ppoo.

Figure 6 gives an example for a (spurious) counterexample DAG to the BDS in Figure 3,
which contains a procedure call. The left-hand side shows theontrol ow in the procedure m
which is interrupted by a call to a function f, whose control ow is shown on the right. The
predicates associated with the nodes are the weakest integbants for our example.

Pm, f trueg

Li=L (L+1)

(fo)Pr, f Aodd! Ap oddg
(A even) (A odc\jz
»
QD\Pf1 f true g @ P;, f Ajp oddg
A=0 A =561

-~
Pi, f Aj, even! A=0g

Pn, f L everg

Pm,> f Ain everg

Pm, f G=0g
(G60)

Perror falseg

Figure 6. An example for a counterexample DAG with procedure call

G:‘:A
P« f App even! G=0g

To explain how the predicates are computed in the general cas we consider a generic
procedure call/return pair, see Figure 7. A procedure mcalls a proceduref and is resumed
after the termination of f.

In order to simplify our description, we assume that the variables that the rules might
depend on (they are put in parentheses) actually occur there Table 1 shows the computation
of strongest and weakest interpolants for the predicate$y.

Most of the top-down computation of strongest interpolants (left-hand side of Table 1)
is quite straightforward and resembles Proposition2.6. Observe that the predicate S,
simply states that the local and global variable values at the beginning off equal the local
and global variable values at pointfo. This paves the way for the following predicates
St,;St,; 110 that keep track of the relation between the variable values & the beginning
of f (Gt, ;Ls, ) and the current variable values. The predicate S nally captures the
input-output behavior of f. Notice that Sy, , the strongest interpolant after the execution
of f, is computed by combiningS,; (the strongest interpolant before f) with the procedure
eect Si .

The bottom-up computation scheme of weakest interpolants (ight-hand side of Table 1)
requires some more explanation. Consider the predicat¥/,,,> and assume that we have
already computedW,,,, in our bottom-up computation scheme. Earlier, we noted that we
want to guarantee W, > » Pt F Wy, , N0 matter what the predicate P may be. The
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Pmo(Gmiy s Lmiy 3 Gmos Lmg)

le(Gmo; Lmo; Gml; Lm]_)

Pml(Gmm ; Lmin ;Gml; Lml)

@ Pto(Grtin; Lty Gros Ltg)
Rfl(Gfo; Lfg; Gfl; Lfl)

@ P, (Gtin; Lty Gty Lley)

P (Gmiy s Lmiy s Gmis Lim,)
PUSh(Gm. y Lmi , Gfin , Lfin , Lmi+1 )

I:>mi> (Gmin ; I_min ;Gfin ; Lfin ; Lmi+1 )

Pr, (Gtin;s Lty s Gry i Lyy)
POp(ij ; ij ;Gmi+1 )
Pt (Gt i Lt s Gminy )

Pmiﬂ (Gmin ; me ;Gmi+1 ;mel) @
o

[ ]
Prer (G s Ly 3 Gimen & Limer )

Figure 7. A counterexample DAG with procedure call

weakest formula over Gm,, ; Lm,, ; Gr,, ; Lt,, s Lm,,, ) that satis es this implication is

Wm,> 8f Gm.,, (P« ! Wn,, ):

Now one can see that a strongeP< will make W, > weaker. Since we wishWp, > to be
as weak as possible, we choose fBx; the strongestinterpolant S .

Once Wp, > is xed, the predicate W< can be computed. The weakest formulaW
over (Gt ;L¢,, ;Gm,,, ) that satis es the implication Wm,> * Wt F Wy, iS

Wy 8f Gmiyibmy s bmin g:(Wmi> ! Wmi+1);

Table 1. Computation of strongest and weakest interpolants

strongest interpolant S weakest interpolant W
Smo=Win, true 8fGm,;Lm,G:(Rm, ! Wn,)
Sm;=Wm, Hf Gmy; Lme9:(Sme * Rmy,) bottom-up
Sm; =Wn, top-down 8f Gt,, ;Lt,, i Lmi, 9:(Push! Wp.5)
Smi>=Wm;> | 9fGm;;Lm; 0:(Sm;* Push) 8fGmi,, 9:(S<t ! Wiy )
St =Wk, (Gtin $ Gio) " (L1, $ Lig) 8fGry;Ls,0i(Rey ! Wiy)
St,=We, f Gty; L1,0:(St, © Rty) bottom-up
St =W, top-down 8fGm,,, g:(Pop! W)
Scr =Wkt 9f G, ; L1, 9:(St; * Pop) 8fGmiy s Lmyy i Lmiss G(Wmi> ! Wy, )
Smivas Wi, | 9 Gy, s Ly, 9:(Smi> ™ S« ) bottom-up
Sm, =W, top-down false
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procedure level 1() f

level »()
bool G; level 2()
| g
procedure main f )
I((Bev:(jl trl(J)e procedure level , 1() f
level i() level ()
if ( G == fa'se) then level n()
error g
procedure level () f
’ if (G== true) then G := false
else G := true
g

Figure 8. Program whose rst abstraction includes an exponentially | ong spurious counterex-
ample

as stated in Table 1.

On a more intuitive level, we use the most precise descriptio of f's e ect available
to us, namely the strongest interpolant S¢; , to compute Wy,,> from Wy, ,, . Thus we
get the weakestWy, > possible. OnceWy, > is known, we can weakenSs to W by
overapproximating f's e ect in terms of the given counterexample DAG: We need notsay
more about W4 than that it transforms Wp,> to Wy, ,, .

It is straightforward to extend this scheme so as to handle umished procedure calls,
e.g. if the error label is reached before a callee completetsiexecution. In this case, two
simpli cations can be applied:

We need not care about the local variables of the caller aftethe call because they are
irrelevant for counterexamples.

We need not track an input-output relation of the callee becawse un nished procedures
produce no output.

Conceptually, we inline the procedure call in this case and rieat the push rule like an
ordinary intraprocedural statement: the local variables of the caller (the variable Ly, in
Figure 7) are quanti ed away, and the input-output relation of the cal lee is omitted.

Our implementation improves the e ciency of predicate generation by working directly
on the witness graphs discussed inl1f]. This data structure represents counterexample
DAGs in a compact way by reusing nodes from procedures that a called multiple times.
For example, consider the program in Figure8 (simpli ed from [ 15]), whose rst abstraction
contains an exponentially (in n) long spurious counterexample.

In[15] and [14] it is discussed how to model check such a program in linearne. Moped
constructs the witness graph while it model checks, so the malting representation of the
abstract counterexample has only linear size. We can take agntage of this representation
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and compute only one predicate for each node in the compresgdecounterexample DAG.
This leads to a linear number of predicates in the example abee. In the following, we
sketch how this is accomplished.

The strongest interpolants in a callee do not depend on the déng context (see
St St,5Sr; In Table 1), so it is easy to compute those predicates only once for allnk
vocations of the procedure. In contrast, the weakest interplants in a callee do depend on
the context: In Table 1, the predicates Wy, ; Wr,; W, depend indirectly on the previously
computed Wp,,, . In order to compute those predicates only once for each node the
witness graph, we rst compute the \e ect” of f relative to the context. This procedure
e ect is given by W« for each invocation that uses the corresponding witness nagl The
procedure e ect for all those invocations can then be obtained by taking the conjuntion
of all W<t . The resulting predicate expresses the e ect ofany of those invocations off .

This treatment of multiple branches in a counterexample is quite analogous to the one
of Section 4.2. Both times we use a disjunction or a conjunction to summariz multi-
ple branches according to Proposition2.10. Note that this would not work for recursive
programs, if the witness graph contained cycles. Fortunatly, witness graphs are always
DAGs. If a procedure calls itself in a counterexample, the tvo invocations are represented
by distinct nodes in the witness graph [L4].

We conclude that the witness graph structure gives us twali erent exponential savings.
In Section 4.2, we gave a counterexample DAG that contains an exponentiahumber of
counterexamples. In this section, we mentioned that counteexamples of exponentiallength
can be compressed by reusing procedure invocations.

5. Computing the Abstract SPDS

In each CEGAR cycle, we derive predicates to re ne our abstration. In the methods of
Section 4, each predicate naturally belongs to a control point. Thus,as in [7], we maintain
for each control point a list of predicates that are useful there. In the following we explain
how, given a concrete SPDS and a predicate list, one can compian (overapproximating)
abstract SPDS.

5.1 An Example

Consider the example SPDS of Sectiord.1 which contains no procedure calls. We derived
conciliated interpolants that explain the infeasibility o f the error trace. At each control
point, we now associate each predicate (except farue and false) with a Boolean variable
that re ects the truth of the predicate: [1] ;= 11 $ X and [2] =1, $ Y.

For the computation of the abstract rules, we use existentid abstraction. For instance,
the concrete BDDR (X %= X))~ (Y%= X)~ (Z%= Z) of the SPDS rulehli | h 2i (R) is
replaced by an \abstract" BDD
ofX;Y;Z;XOY%Z%: (128 X)N((XO$ X)MN(Y0s X)M(Z9% z)~(3s YO  19% I
The number of abstract variables can be reduced because wedatk the predicates only at
the control points where they were derived. In our example, v have only one predicate per
control point. Therefore, one abstract Boolean variable swces for the abstract SPDS:
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i 1h 1 (19 (1’_ 'k:.: true

i fh 2i (198 1) ). i'p_l "

Wi th 3 (:1) - -1 then
3. error

The error label is no longer reachable in the abstract progren. This is due to the fact that
the Hoare annotation of a concrete program can be abstractlftranslated:

ftrueg X :=true fXg Y : =X fYg assumg: Y " Z) ffalseg translates into
ftrue g |:= true flg  skip flg assumg: |) ffalseg:

Hence, if the predicates that explain the infeasibility of atrace are added to the program
by means of an existential abstraction as above, this spurios trace is excluded.

5.2 The General Case

We now discuss how to compute an abstract SPDS. The idea, as e in the example, is to
introduce Boolean variables in the abstract SPDS that track the truth of the predicates.

In order to simplify the presentation, we show the construcion for the case where there
is only one predicate per control point. Hence, we may reusehie notation of Figure 7
and Table 1. We also assume again that there is a single global variabl& and one local
variable L at each control point. The techniques can easily be generaled to eliminate those
assumptions.

As sketched in Section5.1, we compute concretizations for each control point. These
concretizations map the abstract variables (in small letta's) to the corresponding predicates
over the concrete variables (in capital letters). We also copute concretizations for some
additional control points that occur only in the abstract SP DS, see below. For the program
in Fig. 7, we compute the following concretizations:

[mo] Imo $ Pmo(Gmiy s Lmiy s Gmos Limg)
[mq] Im; $  Pmy(Gm,iLkmy i Gm,yikm,)
[mi] lmi $ Pm(GmiLmyiGmiLkm;)
[mi>] Imi> $  Pmi>(GmyiLmiy i Grini Lty i L)
[f o] lty  $  Pro(Gtin i Lty GrosLto)
[fj] ly, $ Pt (Gt Lty Gy s L))
[<f ] g $ P« (GryiltyiGmiyy)
[mi+1] Imi+1 $ Pmi+1 (Gmin ; Lmin ;Gmi+1 ;Lmi+1)

If the predicate list at control point n consists of more than one predicate, a concretization
[n] becomes the conjunction of more than one equivalence.

The abstract variables Iy may all be local. In contrast, the e ect of a called procedure
(the predicate P« ) must be captured in an abstract global variable g, because it needs to
be inspected later by the caller in order to incorporate the pocedure e ect into its local
abstract variable values. Notice that we abuse Fig.7 here in the sense that the abstract
SPDS does not depend on a particular counterexample DAG, bubnly on the computed
predicates which happen to be shown in Fig.7.

For each type of rule in the concrete SPDS (intraprocedural ule, push rule, pop rule),
we now provide the details for generating the correspondingabstract rules. The general
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idea is to take the concrete BDDR, conjoin it with the concretizations of the predicates of
interest both before and after the execution of the rule, and nally to existentially abstract
away the concrete variables. The latter operation is denotd below by Abs, i.e. Abs(R)
existentially abstracts away all copies ofG and L occurring in R.

A concrete intraprocedural rule

hmoi 'h mii (Rm,;(Gmg:Lmg: GmyiLmy))
is replaced by the abstract rule

moi 1h mii (rm,(ImgiImy));

where
'm, Abs [mo]* Rm, » [my]

This case was illustrated in Section5.1. However, there we neglected the relation to the
input variables Gp,,, and L, .
A concrete push rule

tmii Jh fo;misai (Push(Gm;;Lm;; Gty i Lty sLmi )
is replaced by two abstract rules:
tmii Th fo;mi>i (push(im,;lieilm>))
and
tmi>i Jh miai (eval(lm>;d;lmi., ) ;
where m; > is a new control point,
push ~ Abs [mi]”* Push” (Gr,, $ Gt,) * (Lf,, $ Lto) * [fo] ™ [Mi>]
and
eval Abs [mj>]" [<f 1™ [Mja] :

We introduce the new control point m; > because we need an additional evaluation step in
order to set the value ofly,,, correctly: The status directly after the procedure call, saved
in Im;>, is combined in eval with the procedure e ect, saved in g.

Finally, a concrete pop rule

is replaced by the abstract rule

i thi (pop(ls; Q) ;
where
pop Abs [fj]* Pop” [<f ] :

As mentioned in Section5.1, we can save variables in a straightforward way, since each
local variable I is relevant at only one control point. We did not spend much e ort to
optimize the assignment of predicates to BDD variables, as mdel checking the abstract
system with Moped did not turn out to be costly.
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6. Case Studies

We have implemented the ideas of this paper in an extension dfloped, in order to decrease
resources needed for model checking SPDSs. Moped acceptsltiple input languages in-
cluding a subset of Java 17, 16)].

Sections6.1{ 6.3 demonstrate the bene ts of abstraction re nement with conciliated in-
terpolants. For these examples, a comparison of our programwith existing CEGAR tools
did not seem appropriate because the assumptions of toolskié BLAST and SLAM (in -
nite variable ranges, theorem provers) di er signi cantly from ours ( nite variable ranges).
However, in Sections6.4 and 6.5 we provide a comparison with BLAST to illustrate a bad
asymptotic behavior if some techniques described in this paer are not used. In Section6.6
we describe unsuccessful experiments.

6.1 Locking Example

Figure 9 shows an example of a program where CEGAR clearly pays o, egrially when
the number of bits for the integer variables (\bit width") is increased. The ¥ "-sign stands
for a nondeterministic value. We want to check the fact that the assertions in the program
always hold. This property is actually independent of the integer variables. Table2 shows
performance results (on an Intel Xeon CPU 2.40GHz and using &it width of 8).

_ rw(file f) f
struct file  f _ assert(f.locked _ f.pos==0);
bool locked; fpos = fpos + 1-
int pos; g pos =P ’
g i
_ main() f
open(file f) f fi(l)e 1 f2:
assert( : _f.Iocke.:d), f1.locked = f2.locked = false;
f.locked = true; open(fL);
; f.pos = 0; while(*) f
. open(f2);
close(file f) f ok . :
assert(f.locked _ gg!iif)Z)' Frw(f2); wirL): J
f.pos==0); ’
f.locked = false; glose(fl)'
g g ,

Figure 9. Locking example (pseudo code)

Table 2. Results of different Moped versions applied on the locking e xample

| time/s | memory/BDD nodes | # cycles | # gl. var. | # loc. var.

w/o CEGAR 460 440482 n/a n/a n/a
weakest interp. 0.43 89936 14 13 6
concil. interp. 0.29 80738 10 10 7
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Moped without CEGAR needs exponential time in the bit width. On the other hand,
using weakest or conciliated interpolants, our CEGAR schere automatically abstracts from
the integers and proves the assertions in constantly many raement cycles. The number of
global and local variables in the nal abstract program (containing no spurious error traces
anymore) is also shown in the table and is also independent ahe bit width. Time and
memory consumption of the abstract versions grow modestly vih the bit width. Conciliated
interpolants have the best performance because the predita simpli cation allows them to
\discover" that the f.pos elds are irrelevant to the property.

6.2 Equality Tracking Example

Figure 10 shows another example highlighting the possible benet of onciliated inter-
polants. The error label is not reachable becaus& = Y holds. The idea of this example
is that the variable Z is irrelevant for the property to be checked. However, the wakest-
interpolants heuristic cannot discover this, as suggestedy Table 3. The array Q simply
provides for a large state space. We used a bit width of 3.

int X, Y, Z;
foo() f
int P;
w:mg([f?)]’ f main() f
. X = 0;
if*) f Y = o
P =* 0% 8; [*any numberin f0;:::;7g* 100(); ’
QP] = QP] + L; f < 6 Y)
g else f it (Z == 0)
Z = * [* any number */ error
X=X+ P; '
Y=Y+ P g
g
g
g
Figure 10. Equality tracking example (pseudo code)
Table 3. Results of different Moped versions applied on the equality tracking example
| time/s | memory/BDD nodes | # cycles | # gl. var. | # loc. var.
w/o CEGAR 25 1723092 n/a n/a n/a
weakest interp. 3.0 556990 8 3 6
concil. interp. 0.1 44968 3 1 1
strongest interp. | > 3600 ? >100 ? ?

Notice that abstraction with strongest interpolants does not work well here. We often
observed that and do not recommend this heuristic. The advatage of conciliated inter-
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polants can be arbitrarily increased by increasing the sizef the problem, e.g. by extending
the array Q On the other hand, conciliated interpolants are not alwaysbetter than weakest
interpolants. For example, if the statements involving Z are eliminated from Figure 10, then

weakest and conciliated interpolants coincide and both prge the property in 3 re nement

cycles and in less than 0.1 seconds. In practice, conciliadeinterpolants are never worse
than weakest interpolants because the additional resourcerequired to compute conciliated
interpolants do not form a bottleneck. We therefore use conitiated interpolants as our

standard heuristic.

6.3 LinkedList Example

Abstraction can also be useful in positive instances (wheréhe error label is reachable) and
in larger programs. As an example, we took Java code for the absLinkedList from a
textbook on data structures [18] and modi ed only the main method, simulating a user who
accesses class methods randomly:

public class LinkedList f
private ListNode header;
public static void main (String[] args) f
LinkedList | = new LinkedList();
while (NONDET())
if (NONDET()) linsert(null, l.zeroth());
else l.remove(null);
assert(l.header == null);

The assertion to be checked is not valid in the class implemeation.  This reachability
problem is scalable, as the size of [Moped's heap represetian is adjustable. We compared
Moped with and without CEGAR on di erent problem sizes. We used 5 bits per pointer
variable in all cases. Conciliated interpolants were usedn the cases with CEGAR. A
re nement was not necessary. Table4 shows the results.

Table 4. Results of different Moped versions applied to the LinkedLi st example

without CEGAR with CEGAR
heap size/bits | time/s | memory/BDD nodes | time/s | memory/BDD nodes
40 13 2.8 1P 23 57 1P
50 22 33 1¢° 28 6:9 1P
60 36 37 1¢° 33 7.8 1P
70 86 4:9 10° 31 91 1¢°
80 437 7.0 10° 36 109 1P
90 1474 121 10° 44 129 10°
100 4980 248 10° 51 150 1P

4. However, we did not discover a bug here. The class implementation is correct.
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Moped with CEGAR outperforms Moped without CEGAR with growi ng heap sizes.
Table 4 suggests an exponential increase in runtime for the non-abedcted version, whereas
the CEGAR version seems to grow linearly in the heap size. Mewry consumption is
comparable in both versions; the non-abstracted version hasome advantage for smaller
heap sizes.

6.4 DAG Example

To show the usefulness of excluding a whole DAG of counterexaples in one cycle, we
slightly extended the program of Figure 5 (page 41), see Figurell.

bool B[3];

bool CJ3];

main() f
B[O] = *; B[1] = * B[2] = *
if (B[0] == false) C[0] = false; else C[0] = B|0];
if (B[1] == false) C[1] = false; else C[1] = BI1];
if (B[2] == false) C[2] = false; else C[2] = B[2];
if (B[0] 6 C[0]) error;
if (B[1] 6 C[1]) error;
if (B[2] 6 CJ[2]) error;

Figure 11. DAG example for n = 3 (pseudo code)

Notice that the program shown in Figure 11 can be generalized fronn = 3 (the size of
the arrays) to arbitrary n in a straightforward way. We ran both Moped with CEGAR and
BLAST (version 3.0)° on this code. Table5 shows the results.

Table 5. Results of Moped with CEGAR and BLAST applied to the DAG examp le

Moped with CEGAR BLAST
n time/s | time/s | Nb iterations of reachability
1 0.02 0.7 44
2 0.02 1.1 118
3 0.02 2.1 260
4 0.03 5.0 542
5 0.03 12.3 1124
6 0.04 315 2358
7 0.05 86.2 5012
8 0.07| 221.0 10750

The results suggest that BLAST needs exponential time inn. The exponential behavior
of BLAST is further suggested by the \Nb iterations of reachability” number from BLAST's

5. In all of our BLAST experiments we used the options -cf -craig 1 -predH 7 -alias bdd which were
recommended to us by the authors of BLAST.
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output. Moped with CEGAR is much faster. In particular, it al ways needs exactly one
re nement, because the full counterexample DAG (containing 2" spurious counterexamples)
is already obtained in the very rst abstraction. This DAG is completely excluded by the
rst re nement.

6.5 Level Example

We ran both Moped with CEGAR and BLAST (version 3.0) on the code of Figure 8
(page 45) and on some variation of this code, see below. Tablé shows the results.

Table 6. Results of Moped with CEGAR and BLAST applied to the level exa mple

Moped with CEGAR | BLAST on initial code | BLAST on changed code
Nb iterations Nb iterations

n time/s | time/s | of reachability | time/s | of reachability
1 0.02 0.6 46 0.8 69
2 0.02 0.8 70 1.0 105
3 0.02 11 88 1.4 132
4 0.02 14 106 1.8 159
5 0.02 15 124 3.8 277
6 0.02 1.9 142 9.7 418
7 0.02 2.6 160 25.7 583
8 0.02 4.0 178 77.9 800
9 0.02 6.8 196 | 291.3 985

Moped with CEGAR is very fast on this example (< 0:1 s for all n < 10). According
to the explanation from the end of Section4, the runtime grows linearly with n. However,
this growth is not apparent from the table, as n is too small. Independently fromn, Moped
with CEGAR needs exactly one re nement to rule out all spurious counterexamples.

We also ran Moped on a modi ed example in which we replaced theode of procedure
level ()

procedure level () f
if (G== true) then G := false
else G := true

by

procedure level () f
if (G == false) then G := true
else G := false

g

and left all other code unchanged. The results remained theame, since Moped is insensitive
to the code modi cation because both code fragments lead tolte same SPDS rule with the
same BDD.
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BLAST also checks the initial example in linear time (see calmns 3 and 4), where the
\Nb iterations of reachability” number from BLAST's output grows only linearly. On the
other hand, when we ran BLAST on the modi ed example (see colmns 5 and 6), it seemed
to need exponential time inn to verify the code, where the number of iterations in BLAST
grows super-linearly. This suggests that the predicate gemation of BLAST is not stable
with respect to this seemingly trivial modi cation, wherea s the use of BDDs causes Moped
to remain stable.

6.6 Discussion of Unsuccessful Experiments

With our predicate generation heuristics, CEGAR does not alvays pay o. This is usually
the case when properties are checked whose validity depenas the correctness of large
portions of the code working on large data. For instance, CE@R does not turn out to
be useful in order to verify that a Quicksort program indeed orrectly sorts an array of
numbers. In this case, the abstraction re nement loop essetrlly restores the original non-
abstracted program, because our predicate generation heistics fail to \understand" how
Quicksort works. So the CEGAR cycle considers exponentiayl many permutations of the
array to be sorted. The \raw" version of Moped (without CEGAR ) performs much better
here. The situation for other sorting algorithms is similar.

In general terms, the abstracted version is superior if the alidity of a property can be
explained by predicates that can be found by our interpolaton methods. If it is not clear
whether this is the case, we recommend to try Moped both with ad without CEGAR. The
performance may be extremely di erent.

7. Conclusions

While Craig interpolation has previously been used for CEGAR together with SAT solvers
and theorem provers, we found that it is also useful to enhane a BDD-based model checker.
Strongest and weakest interpolants form a framework insidavhich heuristics can be applied
to nd good predicates, e.g. conciliated interpolants. The number of e nement cycles often
depends crucially on the quality of the derived predicates.

BDD-based model checkers record how program states can be i&&d in order to report
possible counterexamples. This information can be explo#éd by a CEGAR scheme to
exclude multiple counterexamples at the same time. This carsave exponentially (in the
size of the DAG) many re nement cycles.

Our CEGAR scheme can achieve large savings, especially if ¢hproperty to be checked
is much simpler than the full functionality of the program. F or future research, we plan
to further improve predicate generation heuristics. Posdbilities include an adapted form
of lazy abstraction [8] and the incorporation of data ow information to detect rele vant
counterexample parts [L0].
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